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OVERVIEW
With the prevalence of PC based networks in the Cor-
porate infrastructure, it has become increasingly impor-
tant to safeguard the availability and integrity of the
network traffic and to provide high performance fault
tolerant networks.  Corporate and departmental serv-
ers are crucial to the ever-expanding networks. It is
therefore crucial to:

■ Provide a highly reliable network link to the server
by enhancing network link availability

■ Improve server throughput

■ Improve server availability

AMD's PermaNet Server solution achieves just that.  It
provides cost effective and reliable solutions for dra-
matically improving server availability and server
throughput in Windows NT, Novell NetWare, IBM OS/2,
and SCO UnixWare based server systems.

This white paper discusses the technologies underly-
ing the PermaNet Server feature.  It also explains how
this feature can enhance server availability, server
throughput, and overall network reliability.

The PermaNet Server feature is supported on AMD's
PCnet-FAST, PCnet-FAST+, and PCnet-FAST III con-
troller based adapters. The advanced server features
include the following:

■ PermaNet Server Link Fault Tolerance (LFT)
Technology:  Cost effective and reliable solution for
a redundant network connection to enhance server
availability.

■ PermaNet Server Dynamic Load Balancing
(DLB) and Port Aggregation (PAg) Technology:
Balances and aggregates outgoing traffic from the
server using multiple adapter links.  Provides scal-
able server bandwidth in 100 Mbps increments up
to 400 Mbps of outgoing traffic.

■ PermaNet Server Fast EtherChannel (FEC) Im-
plementation:  By using Cisco's Fast EtherChannel
specification, this feature delivers scalable band-
width in 200 Mbps increments, up to 800 Mbps full
duplex.  It balances and aggregates traffic both in-
bound and outbound.

UNDERSTANDING PermaNet SERVER LFT 
TECHNOLOGY
As PC servers are deployed more and more in mission
critical environments, the need for high availability servers
has increased dramatically.  Server downtime can result
in loss of productivity and can bring businesses to a grind-
ing halt.  With the advent of powerful CPUs and improved
software and hardware architectures, servers are becom-
ing increasingly powerful and are a crucial component of
today's PC networks.

In a networked configuration, server availability alone
does not suffice.  The link from the server to the net-
work is just as crucial.  This link must be dependable to
ensure overall reliability and availability of the server
and the network.

The network link to a server may be broken because of
any of the following reasons:

■ Faulty adapter

■ Loose or broken cables

■ Faulty repeater or switch

AMD's PermaNet Server technology solves the above
problems by providing dual redundant network links to
the server.  Though the technology resides on the
server, it is designed to address both internal server
(like faulty adapter in the server) link failures and net-
work connectivity failures because of external compo-
nents l ike a faulty switch por t. This innovative
technology brings more flexibility in designing fault tol-
erant networks.

The PermaNet Server LFT technology provides an easy
and simple mechanism to safeguard the integrity of the
server link.  The PermaNet Server LFT feature works by
using a pair of AMD's PCnet Family network adapters in
the server. One of the adapters serves as the Primary link
to the network, while the other adapter serves as a Sec-
ondary link to the network.  Under normal operation, the
server uses the Primary link to transmit and receive traffic.
In case the Primary link goes down, the PermaNet Server
switches the traffic over to the Secondary link. This oper-
ation is seamless and does not effect the normal network
operation.  As soon as the Primary link comes back on,
the traffic is automatically switched from the Secondary to
the Primary link. 
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For improved performance and transparent fail-over and
switch back operations, the PermaNet Server LFT is imple-
mented as an integral part of AMD's PCnet device drivers.
The software provides the user with the ability to control your
choice of a Primary and a Secondary Adapter and also al-
lows enabling or disabling of the PermaNet Server feature.
The Primary-Secondary pair can co-exist with other individ-
ual adapters on the same system.  The adapters used to
form the pairs may use any of the supported PCnet devices,
viz., PCnet-FAST, PCnet-FAST+, or PCnet-FAST III.

PCI Hot Plug

The Novell NetWare implementation also supports PCI
Hot Plug.  By using this feature, users are able to hot swap
a failed adapter and replace it with a new one without hav-
ing to bring down the server.  This ensures a continuous
server uptime.

High Network Availability Through 
Automatic and Transparent Fault Recovery
A Failure on the Primary Link

The link can fail due to several reasons, including a bro-
ken or loose cable or connector, a failing switch or re-
peater or a failing adapter.  This point of failure has
historically been addressed by creating multiple seg-
ments to the network server.  However, this unnecessarily
complicates the network design and can create additional
overhead such as assigning or maintaining additional IP

addresses.  The PermaNet Server technology addresses
this issue in a simple and easy to manage way.  

The PermaNet Server software works by monitoring
the link pulse on the Primary Adapter.  As soon as it de-
tects a failed link, it switches the operation to the Sec-
ondary Adapter.  

As soon as it becomes active, the Secondary Adapter
assumes the role of the Primary Adapter, including the
same MAC address, the same IP address and other
protocol parameters. 

The process is transparent to the network and all trans-
mit/receive traffic is automatically routed through the
Secondary Adapter.  

There is absolutely no disruption of the network traffic
during the switch from the Primary to the Secondary
Adapter.  This provides ample opportunity for the net-
work managers to resolve the problem, without any ef-
fect on the network performance.

Primary Link is Restored

The PermaNet server continues to monitor the link on
the Primary Adapter.  As soon as the Primary link is re-
stored, the PermaNet server software switches all the
traffic back to the Primary Adapter.  Once again, the
fail-back process is transparent and requires no user
intervention.  The Primary Adapter assumes its original
MAC address, as well as its protocol parameters, such
as the IP address.  The network traffic continues with-
out any disruption.

Once the Primary Adapter is back online, the Second-
ary Adapter goes back to the standby mode.

The technology includes certain innovative features for
enabling multisegment dual switch configurations dis-
cussed below in the section on Configuration Consid-
erations. These features enable quick switch address
table updates during fail over and fail back operations
to give clients transparent and nondisruptive access to
the server.

Alerts for Network Managers
Standard Alerts

The PermaNet server software makes it very easy for
the network managers to monitor the integrity of the
network links to the server.  Standard operating system
based alert or event-logging mechanism is used to
generate alerts whenever the Secondary Adapter
takes or relinquishes control.  These alerts can be mon-
itored using common network management tools such
as Event Viewer in Windows NT.  

DMI Alerts

The rich set of DMI 2.0 MIBs implemented for the
PermaNet Server feature can be utilized by popu-
lar management applications to detect alerts re-
motely and trigger appropriate actions.
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Figure 1. PermaNet Server LFT Implementation 
with Primary and Secondary Link
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The alerts can be monitored using common DMI 2.0
compliant network management applications, and can
be channeled to the network managers, notifying them
of the events.  Since there is no network disruption in
either case, the network managers can schedule the fix
at their convenience.

Configuration Considerations
The PermaNet Server technology comes with a simple
and yet innovative design to address network link failures. 

The design addresses both internal server link failures
(like faulty adapter in the server) and network connectivity

failures because of external components like a faulty
switch port or a broken cable.  This innovative technology
brings more flexibility in designing fault tolerant networks
as highlighted in the discussion below.

Single Switch/Repeater Configuration

A simple configuration enhancing network availability
using the PermaNet Server technology is shown below.
Both the Primary and the Secondary Adapters are con-
nected to a single switch or a repeater. This configuration
allows limited recovery options as described below.

    

This configuration supports the following recoverable
faults:

■ A failure in the Primary adapter

■ A failure in the cable link between the adapter and
the switch / repeater

The following faults cannot be recovered with this
configuration:

■ A failure in the switch or repeater itself

■ A failure in the link between the switch / repeater
and the network

Dual Switch Configuration

With careful planning, the PermaNet Server technol-
ogy can be used to create a completely redundant
link between the mission critical server and the com-
pany network.

The following is an example of such a configuration.
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Figure 2.  Single Switch/Repeater Configuration
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This configuration supports the following recoverable
faults:

■ A failure in the Primary adapter

■ A failure in the cable link between the adapter and
the switch

■ A failure in the switch 

The following faults cannot be recovered with
this configuration:

■ A failure in the link between the switch and the network

Dual Router Configuration

It is possible to configure a dual router configuration
similar to the Dual Switch Configuration shown in Fig-
ure 3. This can be achieved by creating a fixed route for
both the Primary and the Secondary adapter. The goal
is to create an equivalent permanent route from the cli-
ents to both the Primary and the Secondary adapter.

Further Considerations and Limitations
The above configurations only serve as examples of
various ways fault tolerance can be added to your net-
work.  With a careful design, further configurations are
possible.  Please take into consideration the following
points when designing your network:

1. A "recoverable" fault is the one that results in the link
pulse failure on the Primary Adapter.  In practical

terms, the link LED on the Primary Adapter would
go out in such a case.

2. The network design should accommodate an equiv-
alent logical link from the clients to both the Primary
and the Secondary Adapter.  For example, if the link
to the Primary Adapter goes down, the clients
should have an equivalent link to the Secondary
Adapter.  If an equivalent link does not exist, the cli-
ents will not be able to communicate with the server. 

3. The switch or the repeater used should be able to
Auto-negotiate the speed/duplex with the adapters.

4. In certain configurations, the fail-back from the sec-
ondary to the primary may require a few seconds to
complete.  There may be a slight delay (a few sec-
onds) before clients restart communication with the
server.  Several design and performance optimiza-
tions have been made within the device drivers to
ensure immediate fail over and fail back.  Protocol
or the application is generally able to recover from
such delays, without any network traffic disruption.

5. The SCO Unixware 7.0 implementation is sup-
ported with switches only (not repeaters). The dual
switch configuration is not supported on the SCO
Unixware 7.0 platform.

6. For installation details, please consult the Install
Guide and the release notes for the specific driver.
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    Figure 3.  Dual Switch Configuration
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UNDERSTANDING PermaNet SERVER 
DLB and PAg TECHNOLOGY
Companies today increasingly rely on client server net-
works for their mission critical, traffic-intensive applica-
tions.  In these scenarios, besides server availability,
server throughput plays a critical role in avoiding server
bottlenecks that can slow down the whole network.  The
era of high bandwidth Web-based applications demands
higher server throughput than the 100 Mbps data rate that
standard Ethernet links provide today.  While newer Giga-
bit technologies promise to resolve this issue, such tech-
nologies are far from being standardized and they lack
adequate operating systems support.  

Traditionally, network designers have used several
schemes to increase bandwidth and to maintain high
server throughput.  These schemes have used stan-
dard 100 Mbps Ethernet technologies and have de-
ployed various network segmentation schemes to
reduce traffic and alleviate congestion.  Figure 4 de-
picts such a scheme.

The network segmentation approach by using multiple
adapters in a server has numerous drawbacks:

■ Segmentation requires additional hardware, such
as switches and routers.  This increases equipment,
configuration and maintenance costs.

■ Balancing traffic across segments requires a network
configuration expert, and repeated reconfiguration.
Segmentation requires reassignment of IP addresses
and re-mapping of the network.  This increases main-
tenance and IT/MIS costs significantly.

The PermaNet Server DLB and PAg Technology solves
all of the above problems load balancing traffic and ag-
gregating bandwidth across multiple adapters.  Each
additional adapter adds another 100 Mbps link. A max-
imum of four adapters can be grouped to aggregate
outgoing bandwidth to 400 Mbps.  The DLB scheme si-
multaneously provides even distribution of traffic
across the multiple links and delivers the same fault tol-
erant benefits as the PermaNet Server LFT technology.
When one link fails, the traffic is automatically routed to
an operational link.

Figure 5 depicts a configuration using the PermaNet
Server DLB and PAg Technology.

Server
Segment 1

Switch

Switch

Segment 2

Adapter 1

Adapter 2
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   Figure 4.  Network Segmentation to Increase Server Bandwidth
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As depicted in Figure 5, the PermaNet Server DLB and
PAg technology dramatically reduces network configu-
ration complexity, and at the same time addresses the
server throughput issue more effectively.  There is no
longer a need to segment the network to improve
server throughput.  Outgoing server throughput can be
easily aggregated up to 400 Mbps by using four AMD
PCnet device based adapters on the server and config-
uring DLB and PAg.  The traffic gets balanced across
the four links automatically.  LFT triggers automatically
if any of the links fail because of any of the following
reasons: faulty adapter, loose or broken cables, or
faulty switch.

It is necessary that the server be connected to a switch
if the DLB and PAg configurations are used with multi-
ple AMD PCnet devices based adapters.

Alerts for Network Managers
The PermaNet server software makes it very easy for
the network managers to monitor the integrity of the
network links to the server. Standard operating system
based alert or event-logging mechanism is used to
generate alerts whenever a link is broken or re-estab-
lished. These alerts can be monitored using common
network management tools such as Event viewer in
Windows NT.

DMI Alerts

The rich set of DMI 2.0 MIBs implemented for the
PermaNet Server feature can be utilized  by popular
management applications to detect alerts remotely
and trigger appropriate actions.

The alerts can be monitored using common DMI 2.0
compliant network management applications, and can
be channeled to the network managers, notifying them
of the events. Since there is no network disruption in ei-
ther case, the network managers can schedule the fix
at their convenience.

PermaNet Server DLB and PAg 
Technology—An Insight
The PermaNet Server DLB and PAg technology imple-
mented within the device drivers for optimum perfor-
mance and increased configuration flexibility enables
creative network design for enhancing network availability
and throughput.  The technology supports a maximum of
four AMD PCnet device based adapters that can be con-
figured as a PAg Group.  The DLB technology constantly
analyzes the outgoing traffic from the server and smartly
distributes it among the members of the group.  In a four-
adapter Group configuration, each adapter will carry 25
percent of the total outgoing traffic.  In case of a link fail-
ure, the traffic on that link will be transferred to one of the
operational links.  The outbound traffic distribution will

Server

Switch

Adapter 1

Adapter 2
Adapter 3

Adapter 4 PermaNet
Server DLB/PAg
Group
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   Figure 5.  PermaNet Server Dynamic Load Balancing (DLB) and Port Aggregation (PAg)
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then be 25 percent, 25 percent, and 50 percent across the
three operational links in the group.

Inbound traffic for the server is transmitted through one
of the four links only.

All the adapters in a Group must be connected to a
switch.  DLB and PAg will not work if a repeater is used
instead. 

By taking advantage of this technology, a configuration
with four adapters in a Group can deliver an aggregate
throughput of 400 Mbps.  The load balancing of server-
transmitted traffic ensures even network response for
clients and users.

Configuration Considerations
The same set of drivers support all of the PermaNet
Server features described in this document. One or more
of the features can be enabled during configuration. 

The PermaNet Server DLB and PAg Technology is a su-
perset of the PermaNet Server LFT Technology.  While
DLB and PAg goes hand in hand, the LFT technology
cannot be configured simultaneously with the DLB and
PAg for the same Group of adapters.  

However, a separate LFT pair may be created in con-
junction with a DLB/PAg Group.  In other words, if there
are six adapters in the server, four can be configured as
a DLB/PAg Group and the remaining two can be con-
figured as an LFT pair.

For load balancing and maximum port aggregation, the
best configuration is the single switch configuration de-
picted in Figure 5. This configuration supports the fol-
lowing recoverable faults:

■ A failure in one or more adapters in a Group

■ A failure in the cable link between one or more
adapters in a Group and the switch 

The following faults cannot be recovered with this
configuration:

■ A failure in the switch itself

■ A failure in the link between the switch and the
network

Limitations
The following configurations are not supported:

■ Multiple switch configurations where the links within
a Group are divided across multiple switches or
segments. 

The PermaNet Server DLB and PAg Technology is cur-
rently not supported on the IBM OS/2 operating system
platform.

UNDERSTANDING PermaNet SERVER 
FAST ETHERCHANNEL 
IMPLEMENTATION
The Fast EtherChannel (FEC) specification was de-
veloped by Cisco Systems to enable h igher
throughput for servers and switches using standard
802.3 compliant technology.  The technology was
developed to address high-end needs for scalable
bandwidth as companies deploy high bandwidth ap-
plications such as Web browsing and Intranet tech-
nologies.  FEC, which supports all the benefits and
solutions provided the PermaNet Server LFT, DLB
and PAg technologies described above, provides
bandwidth scalability through link aggregation.

In the server environment, FEC technology provides
load balancing, fault tolerance and link aggregation
across multiple adapters.  Because the technology ap-
plies to switches also, the addition of FEC enables
switches in the configuration to offer the added advan-
tage of balancing traffic and aggregating throughput in
both directions—boosting throughput of data both to
and from the server.   Figure 6 illustrates a typical FEC
configuration. When four adapters are included in a
group, as shown in the figure, the configuration delivers
scalable full-duplex bandwidth in increments of
200 Mbps per adapter totaling to a maximum through-
put of 800 Mbps at full duplex. 

Until Gigabit solutions are standardized and full operat-
ing system support is available for those technologies,
FEC will continue to be a compelling solution for band-
width scalability close to Gigabit levels using stan-
dards-based and proven IEEE 802.3 technology. 
PermaNet TM Server 7



              
  

Alerts for Network Managers
The PermaNet server software makes it very easy for
the network managers to monitor the integrity of the
network links to the server. Standard operating ssytem
based alert or event-logging mechanism is used to
generate alerts whenever a link is broken or re-estab-
lished. These alerts can be monitored using common
network management tools such as Event Viewer in
Windows NT.

DMI Alerts

The rich set of DMI 2.0 MIBs implemented for the
PermaNet Server feature can be utilized  by popular
management applications to detect alerts remotely
and trigger appropriate actions.

The alerts can be monitored using common DMI 2.0
compliant network management applications, and can
be channeled to the network managers, notifying them
of the events. Since there is no network disruption in ei-
ther case, the network managers can schedule the fix
at their convenience.

An Insight Into Fast EtherChannel 
Technology
FEC is a trunking technology that groups multiple phys-
ical Ethernet 100 Mbps links into logical links to achieve
fault tolerant high speed links.  One FEC switch can
connect two, three or four Fast Ethernet server adapt-
ers, supporting an aggregate available bandwidth of up
to 800 Mbps at full duplex.

FEC helps ensure resiliency by maintaining redundant
parallel data paths over which the traffic is balanced.
High throughput is maintained as links are added to a
FEC group, ensuring that there is no performance pen-
alty associated with the gain in bandwidth.

For details on Fast EtherChannel trunking technology
for port aggregation and load balancing, please refer to
the Fast EtherChannel specifications available from
Cisco Systems.

Configuration Considerations
The same set of drivers support all of the PermaNet Server
features described in this document. One or more of the fea-
tures can be enabled during configuration.  However, only
one of the technologies can be configured at a time within a
adapter group.

The Configuration considerations and limitations for
the PermaNet Server FEC implementation are the
same as those described previously for the PermaNet
Server DLB and PAg Technology.  In addition, the FEC
technology requires the use of a FEC enabled switch.
Configurations with non-FEC switches and repeaters
are not supported.

The PermaNet Server FEC implementation is currently
not available for the IBM OS/2 platform.

THE ULTIMATE SOLUTION FOR SERVER 
NETWORKING PERFORMANCE
The PermaNet Server solution delivers maximum
server networking performance improvement.  It
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Adapter 2
Adapter 3

Adapter 4 PermaNet
Server FEC
Group
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   Figure 6. PermaNet Server Fast EtherChannel  Configuration
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effectively addresses the critical issues of through-
put, reliability, availability, manageability, service-
ability and above all, scalability.

Fault tolerance and PCI Hot Plug capabilities de-
liver high availability and serviceability.  Support
for OnNow, ACPI, PXE, DMI 2.0 and AlertIT deliv-
ers a highly manageable solution.  The ability to
configure from a single adapter Fast Ethernet con-
figuration to the four-adapter Fast EtherChannel
implementation that delivers Gigabit performance

provides the ultimate in scalability and flexibility.
Innovative fault tolerant solutions allow unparal-
leled flexibility in network design that scales net-
work availabil ity beyond the server and to the
switch in dual switch configurations

Summary of Features and Availability
The following table summarizes the advanced server fea-
tures available with the AMD PermaNet Server solution.

The advanced server features described in this docu-
ment are available for the following PCnet device-
based adapters and operating systems.   

Note:  The table lists support for PCnet-FAST, PCnet-FAST+, 
and PCnet-FAST III.

Table 1. Summary of Advanced Server Features Available with the AMD PermaNet Server Solution

PermaNet Server
Feature Name Feature Description Comments

Link Fault Tolerance (LFT)

• Redundant links for mission critical servers.  

• Provides automatic and transparent fail-over.

• Maximizes server up time by allowing dual adapter, 
and single and dual switch configurations that deliver 
fault tolerance for defective adapter links, cables and 
switches.

Server to repeater and server to 
switch connections possible with 
adapters belonging to LFT group.

Dynamic Load Balancing and 
Port Aggregation (DLB/PAg)

• Evenly balances traffic across multiple links for 
outgoing traffic

• Provides more bandwidth for outbound traffic - scales 
up to 400 Mbps

• Built in adapter fault tolerance

Only server to switch connections 
possible with adapters belonging to 
DLB/PAg group.

Fast EtherChannel 
Implementation (FEC)

• Link aggregation - scales up to 800 Mbps full duplex 
throughput

• Evenly balances traffic across multiple links for 
outgoing and incoming traffic

• Built in adapter fault tolerance

Only server to switch connections 
possible with adapters belonging to 
FEC group.  Switches must be FEC 
capable.

Table 2. Availability of the Advanced Server 
Features for the Various Operating Systems*

PermaNet Server

Operating System LFT DLB/PAg FEC

Netware 4.11 yes yes yes

Netware 5.0 yes yes yes

Windows NT 4.0 yes yes yes

SCO Unixware 7.0 no yes yes

IBM OS/2 Warp 2.x yes no no
PermaNet TM Server 9
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