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Abstract

AMD Secure Encrypted Virtualization-Encrypted State (SEV-ES) technology is used to
protect a guest operating system from attacks on its register state from a malicious
hypervisor. SEV-ES encrypts all CPU register contents when a VM stops running, which
prevents the leakage of information in CPU registers to components like the hypervisor. It can
even detect malicious modifications to a CPU register state.

This paper presents a briefly technical overview of the SEV-ES technology and describes how
to configure and use SEV-ES in VMware vSphere 7.0 U1 on Lenovo® ThinkSystem™
servers. This paper is intended for IT specialists and IT administrators who are familiar with
SEV-ES and VMware vSphere products.

At Lenovo Press, we bring together experts to produce technical publications around topics of
importance to you, providing information and best practices for using Lenovo products and
solutions to solve IT challenges.

See a list of our most recent publications at the Lenovo Press web site:

http://Tenovopress.com

Do you have the latest version? We update our papers from time to time, so check
whether you have the latest version of this document by clicking the Check for Updates
button on the front page of the PDF. Pressing this button will take you to a web page that
will tell you if you are reading the latest version of the document and give you a link to the
latest if needed. While you're there, you can also sign up to get notified via email whenever
we make an update.
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Introduction

AMD Secure Encrypted Virtualization (SEV) integrates memory encryption capabilities with
the existing AMD-V virtualization architecture to support encrypted virtual machines (VMs).
Encrypted VMs can help protect not only from physical threats but also from other virtual
machines or even the hypervisor itself. SEV provides additional assurances to help protect
the guest VM code and data from the attacker.

SEV uses one key per virtual machine to isolate guests and the hypervisor from one another.
The keys are managed by the AMD Secure Processor and are hardware isolated.

Figure 1 shows the brief overview workflow of AMD SEV.
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Figure 1 Workflow of AMD SEV

AMD SEV-ES builds upon AMD SEYV to provide an even smaller attack surface and additional
protection for a guest operating system (guest OS) from the hypervisor. The AMD SEV-ES
feature provides additional hardware-enforced security for isolating guest VMs from the
hypervisor. The AMD SEV-ES technology encrypts all CPU register contents when a VM
stops running. This prevents the leakage of information in CPU registers to components like
the hypervisor and can even detect malicious modifications to a CPU register state.

The AMD SEV-ES architecture is designed to protect guest VM register state by default, and
only allow the guest VM itself to grant selective access as required. This additional security
protection functionality is accomplished in two ways:

» First, all VM register state is saved and encrypted when a VM exit event occurs. This state
is decrypted and restored on a VMRUN only.

» Second, certain types of VM exit events cause a new exception to be taken within the
guest VM. This new Communication Exception (#VC) indicates that the guest VM
performed some action which requires hypervisor involvement, an example of which
would be an 10 access by the VM.

The guest #VC handler is responsible for determining what register state is necessary to
expose to the hypervisor for the purpose of emulating this operation. The #VC handler also
inspects the returned values from the hypervisor and updates the guest state if the output is
deemed acceptable.
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Figure 2 shows the overview workflow of SEV-ES.
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Figure 2 Workflow of AMD SEV-ES

vSphere support of AMD SEV-ES

AMD SEV-ES supports AMD EPYC 7xx2 (“Rome”) and EPYC 7xx3 (“Milan”) processors.
Table 1 lists the Lenovo ThinkSystem servers which support AMD SEV-ES and the minimum
version of UEFI firmware that supports the AMD SEV-ES.

Table 1 Lenovo servers that support AMD SEV-ES

Lenovo ThinkSystem Servers with Supported UEFI version | SEV-ES Support status
AMD EPYC processors

ThinkSystem SR635 6.01 and later Yes

ThinkSystem SR645 2.0 and later Yes

ThinkSystem SR655 6.01 and later Yes

ThinkSystem SR665 2.0 and later Yes

In vSphere 7.0 Update 1 and later, we can enable AMD SEV-ES on supported AMD EPYC
CPUs and guest operating system. SEV-ES requires a supported guest operating system. A
virtual machine with SEV-ES enabled won't work if the guest OS does not support SEV-ES.
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Table 2 lists the version of vSphere and guest OS that support AMD SEV-ES.

Table 2 Supported vSphere and Guest OS version for AMD SEV-ES

Supported VMware vSphere Version Supported guest OS Version
VMware vSphere 7.0 Update 1 and later RHEL 8.5
RHEL 9.0

Photon OS version 3 and later

There are some VM operations unavailable when AMD SEV-ES is enabled. You cannot
suspend, migrate with vMotion, or take or restore memory snapshots of such VMs.

The following features are not supported when SEV-ES is enabled:

VVyVYyVYVYVYVYYVYY

UEFI Secure Boot

Suspend/Resume

vMotion

Hot add or remove of CPU or memory

Powered-on snapshots (however, no-memory snapshots are supported)
System Management Mode

VMware Fault Tolerance

Clones and instant clones

Guest Integrity

How to configure and use AMD SEV-ES

Starting with vSphere 7.0 U1, PowerCLI can be used to enable and disable SEV-ES on virtual
machines. Starting in vSphere 7.0 U2, either the vSphere Client or PowerCLI can be used to
enable and disable SEV-ES on virtual machines. New virtual machines can be created with
SEV-ES or SEV-ES can be enabled on existing virtual machines.

This section describes how to configure and use AMD SEV-ES in vSphere 7.0 Update 1 and
later on Lenovo ThinkSystem servers with detailed steps.

Prerequisites

In order to use AMD SEV-ES, the system must meet the following requirements:

1.
2.
3.

The system must be installed with an AMD EPYC 7xx2 or EPYC 7xx3 processor.
Secure Memory Encryption (SME) and SEV-ES must be enabled in the UEFI.

The number of SEV-ES virtual machines per ESXi host is controlled by UEFI. When
enabling SEV-ES in the UEFI settings, enter a value for SEV-ES ASID Space Limit.

4. The ESXi host running in your host must be at ESXi 7.0 Update 1 or later.

5. The vCenter Server must be at vSphere 7.0 Update 2 or later.

6. The guest operating system must support SEV-ES. Currently only Linux kernels with

specific support for SEV-ES are supported.

7. The virtual machine must be at hardware version 18 or later.

8. The virtual machine must have the Reserve all guest memory option enabled, otherwise

power-on fails.




Configuration procedures

The following steps describe the process to configure and use AMD SEV-ES in vSphere 7.0
U3 on a Lenovo ThinkSystem SR635 server that is equipped with AMD EPYC 75F3 32-Core
processor.

1. Enable advanced option in UEFI settings using the following command:
# ipmitool -I Tanplus -H $bmc-ip -U user -P pwd raw 0x3c 0x64 0x01 0x01
Figure 3 shows an example of the command:

[:%ipmitool-1. 8 ipmitool -I lanplus -H 10 -1I USERID -P PASSWOED=0 raw x01 0x01

Figure 3 Enable advanced option on SR635

Tip: We can use the following command to disable advanced option in UEFI settings:
# ipmitool -I lanplus -H $bmc-ip -U user -P pwd raw 0x3c 0x64 0x01 0x00

2. Power on the server and press F1 when prompted to enter System Setup as shown in
Figure 4.

ThirkSystern SRE35 Tnmksvsmm

Connect AHCI Bus

TPH_TCH_POLICY is not locked
Undefined TPM_TCH_POLICY found
Machine Type AMD EPYC 75F3 32-Core Processor

10,24 32 Cores 64 Threads 2950 MHz
S 64 GB memory detected

Serial Number

LUEFI Version CFE12
AMBT23Q

F1: System Setup

F10: Network Boot

F11: LXPM Lite Boot

F12: Dne Time Boot Device

Licensed Materials - Property of Lenovo. © Copyright Lenovo and other(s) 2021
Lenovo is a trademark of Lenovo in the United States, other countries, or both.

Figure 4 Press F1 to enter System Setup on SR635

3. Use either UEFI settings or OneCLlI to enable SME.
To enable SME via UEFI settings, do the following:
a. In System Setup, navigate to the System Configuration and Boot Management page.
b. Select Advanced — Memory Configuration — SMEE.
c. Enable SMEE setting as shown in Figure 5 on page 7.
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Figure 5 Enable SME in UEFI settings on SR635

To enable SME via OneCLlI, do the following:

a. Download OneCLI from the Lenovo support site and install it.
https://datacentersupport.lenovo.com/us/en/solutions/ht116433

b. Run the following OneCLI command to check the status of SME:
OneCTli.exe config show Bios.Q00094 SMEE --bmc <USERID>:<PASSWORD>@<IP>

Figure 6 shows an example on how to check the status of SME via OneCLI command.

Figure 6 Check SME via OneCLI command

c. Run the following OneCLI command to enable the SME:
OneCli.exe config set Bios.Q00094 SMEE Enabled --bmc <USERID>:<PASSWORD>@<IP>


https://datacentersupport.lenovo.com/us/en/solutions/ht116433
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Figure 7 shows an example on how to set the SME via OneCLI command.

E Fnabled —-bm

1=}

Figure 7 Enable SME via OneCLI command

4. Configure “SEV-ES ASID Space Limit Control” and “SEV-ES ASID Space Limit” in UEFI
settings.

a. In System Setup, navigate to the System Configuration and Boot Management page
b. Select Advanced —- AMD CBS — CPU Common Options

c. Configure “SEV-ES ASID Space Limit Control” and “SEV-ES ASID Space Limit” as
shown in Figure 8.

em Configuration and Boot Man

[Auto]

[Enabled]

[Auto]

Limit Control

Limit

Figure 8 Configure SEV-ES ASID Space Limit on SR635

d. Press F4 to Save & Exit.
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Install vSphere 7.0 U3 on the server.

6. Connect to vCenter Server by using the vSphere Client.

7. Create a virtual machine and install a guest OS (e.g., RHELS8.5) that supports AMD

SEV-ES.

Enable SEV-ES on virtual machines. Starting in vSphere 7.0 U2, you can use either the
vSphere Client or PowerCLI to enable SEV-ES on virtual machines:

To enable SEV-ES on the VMs using the vSphere Client, do the following:
a. Right click the virtual machine RHEL8.5 in the inventory and click Edit Settings.

b. Under VM Options — Boot Options, ensure that EFl is selected, and Secure Boot is
unselected, as highlighted in Figure 9.

Edit Settings = RhelB5 X
virtual Hardware VM Options
» General Options WM Mame: Rheld 5
VMware Remote Console Options O
’ Lock the guest operating system when the last remote user disconnects
> Encryption Expand for encryption settings
> Power management Expand for power management settings
> VMware Tools Expand for VMware Tools settings
Firmware | EFl (recommended) « |
Secure Boot | O Enabled |
Boot Delay When powering on or resetting, delay boot order by
o} milliseconds
Force EFI setup O During the next boot, force entry into the EF| setup screen
Failed Boot Recovery O f the VM fails to find boot device, automatically retry after
> Advanced Expand for advanced settings
> Fibre Channel NPIV Expand for Fiore Channel NPIV settings
‘ CANCEL ‘n

Figure 9 Configure Boot Options on vSphere client



c. Inthe Edit Settings dialog box, go to VM Options — Encryption, click the Enabled
check box for AMD SEV-ES, and then click the OK button, as shown in Figure 10.

Edit Settings | Rhelgs <

Virtual Hardware VM Options

> General Options VM Name: Rhel8.5

VMware Remote Console Options O
>
Lock the guest cperating system when the last remote user disconnects

~ Encryption Expand for encryption settings

Encrypt VM

Encrypted vMotion Opportunistic v @
Encrypted FT Opportunistic v @
AMD SEV-ES Enabled

& Some virtual machine operations are unavailable when AMD
SEW-ES is enabled. You cannot suspend, migrate with
n, or take or restore memory snapshots of such virtual

> Power management Expand for power management settings
> VMware Tools Expand for VMware Tools settings

> Boot Options Expand for boot options

> Advanced Expand for advanced settings

> Fibre Channel NPIV Expand for Fibre Channel NPIV settings

e -

Figure 10 Enable AMD SEV-ES on vSphere client

To enable SEV-ES on the VMs using PowerCLI, do the following:
a. Download the PowerCLlI from the PowerCLI home page, and install PowerCLI.

b. Open the PowerCLI console and use the following command to verify that the VMware
Power CLI modules is installed successfully, as shown in Figure 11.

Get-Module -Name VMware.* | Select-Object -Property Name,Version

Bet-Nodule Lk ct Name, Version

Figure 11 Check VMware Power CLI modules
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c. In PowerCLI console, run the following command to allow execution of local scripts, as
shown in Figure 12.

Set-ExecutionPolicy RemoteSigned

Fs E:ﬁUsers? Set-ExecutionPolicy RemoteSizned

Figure 12 Set execution policy

d. In PowerCLI console, run the following Connect-VIServer cmdlet as an administrator to
the vCenter server, as shown in Figure 13.

Connect-VIServer -server vCenter Server ip_address -User admin_user
-Password 'password’

S Cihlsersipensccly Commect-VIServer 10, 245, 39, 187

443 VSPHERE. LOCALA\Administrator

Figure 13 Connect to vCenter server

e. Add SEV-ES to the virtual machine with the following Set-VM cmdlet, as shown in
Figure 14.

$vm=Get-VM -Name Rhel8.5
Set-VM -VM $vm -SEVEnabled $true

e the faoll
[l

9. Power on the virtual machine (we used RHEL 8.5) and use the following command to
check the SEV-ES, as shown in Figure 15.

dmesg | grep -i sev

[root@localhost ~]# dmesg | grep -i sev
[ 0.001000] AMD Memory Encryption Features active:

[root@localhost ~]#
Figure 15 Check SEV-ES in RHEL8.5
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The products described in this document are not intended for use in implantation or other life support
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on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
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