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Data security firm Rubrik, the Security and AI Operations company, boosted 
cybersecurity with AMD EPYC™ CPUs, gaining cost savings and AI efficiency  
for next-gen protection

INDUSTRY 
Cybersecurity 

CHALLENGES 
Cybersecurity threats increasingly 
call for compute-intensive protection 
including AI-empowered systems, 
requiring powerful server performance 

SOLUTION  
Deploy cloud service instances and 
on-premises servers powered by 
AMD EPYC™ CPUs; 66,640 vCPUs 
so far deployed, over 50% of Rubik’s 
cloud fleet 

RESULTS 
Cost savings and high efficiency 
can now deliver full cyber resilience 
including leveraging the latest AI 
workloads to enhance threat detection 

AMD TECHNOLOGY AT A GLANCE  
AMD EPYC™ CPUs 

TECHNOLOGY PARTNER 
Major hyperscalers including AWS, 
Cisco, Dell, GCP, HPE, Microsoft Azure, 
OCI, and Oracle

RUBRIK BOOSTS AI-ENHANCED CYBER 
RESILIENCE WITH AMD
CASE STUDY

Cybersecurity is increasingly important in today’s hyper-connected IT landscape. 
Keeping ahead of the threats, with the help of AI, demands more computing 
performance every year. Leading security and AI operations company Rubrik found 
that switching its cloud and on-premises customer workloads to AMD EPYC™ 
processors is delivering the performance and cost savings it needs for the next 
generation of protection.

“When we started Rubrik 11 years ago, data protection was very fragmented,” says 
Arvind Nithrakashyap, Co-founder and CTO of Rubrik. “Companies would buy backup 
software from one vendor, backup storage from another, then media service from a 
third, and put it all together.” This gave no guarantees of data recovery in the case of 
an issue. “We saw an opportunity to reimagine what is possible.” At the same time, 
cloud and virtualization were on the rise, while the type of threat was changing. The 
risks 15 years ago were human error, hardware failure, or natural disasters. “Today, 
cyberattacks are the biggest source of threats to company data.”

Rubrik realized that it could build a platform combining data and metadata together. 
“As part of protecting data, we can also build data security applications on top of that,” 
says Nithrakashyap. “We started by addressing virtualization. A lot of customers were 
running VMware applications in their data centers. We expanded to include other 
hypervisors and unstructured databases. We also saw a big transition to the cloud. 
Since we had built software that understood data and metadata in a single platform, 
it was easy for us to take that and apply it to their cloud and then SaaS workloads— 
and more recently, enabling enterprises to accelerate AI transformation by monitoring, 
governing, and remediating AI agents with Rubrik Agent Cloud. We built a complete 
cyber resilience platform.”

“We’ve decided to double down on our partnership with AMD, ensuring 
that our customers have full cyber resilience right across the board.” 
Arvind Nithrakashyap, Co-founder and CTO, Rubrik

Using AMD EPYC CPUs, Rubrik engineers enhance data center speed and efficiency.
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AI-EMPOWERED SECURITY GROWTH
“We also saw an opportunity with AI,” says Nithrakashyap. 
“A lot of customers struggle with collecting all the data that’s 
needed without leaving it vulnerable during the process. We 
have built a platform that understands this.”

All these workloads require high performance. “Our platform 
is compute-intensive,” says Nithrakashyap. “Whether it’s just 
core data protection or security applications, we are doing a lot 
of operations. On top of that, for security reasons, we run our 
data through machine learning models that detect unexpected 
changes. We do operations both on premises and in the cloud. 
Having a compute platform with the right kind of performance, 
efficiency, and cost is critical.”

The growing importance of AI is further increasing the 
challenges for computing performance. “Even before the 
generative AI boom, our applications were compute-intensive,” 
says Nithrakashyap. “Just the cost of compression itself can 
be significant. But there’s even more compute involved with 
machine learning to train the models and apply the models 
in runtime. Generative AI lets us train models at a much 
higher level. It’s not just about finding certain regular 
expressions but understanding the nature of documents, 
leveraging a combination of large language models to do 
that in a cost-efficient fashion. Those are extremely 
compute-intensive operations.”

Rubrik’s relationship with AMD has been bilateral from the 
beginning. “There was mutual interest on both sides,” says 
Nithrakashyap. “AMD felt our platform could help AMD secure 
its data and achieve full cyber resilience. 

Conversely, our customers were looking for us to provide more 
cost-effective compute platforms, both in the cloud and in 
the data center. As we engaged with AMD, we understood 
that AMD EPYC processors could deliver higher efficiency, but 
at a low cost.” With the difficulty of getting access to GPUs, 
deploying AMD EPYC CPUs for AI could also be more cost 
effective.

HIGH PERFORMANCE AND COST BENEFITS FROM 
AMD EPYC CPUS 

“We have gained a big advantage by using AMD EPYC CPUs,” 
says Nithrakashyap. “With AMD we see better TCO across 
the board, whether we are hosting within our own backend, 
or running on our customers’ infrastructure. With the high 
performance of the AMD EPYC CPUs, the better efficiency 
provides considerable advantages for us and our customers.”

“Our internal benchmarks showed AMD EPYC processors 
outperforming competitors both in the cloud and the data 
center,” says Nithrakashyap. “We also measured running 
costs and saw considerable savings, both for our internal 
cloud and for our customers’ data centers. Migration was 
straightforward, especially in the cloud. We just powered 
up our software in another instance, and immediately 
we started seeing the benefits. On-premises, we had to 
qualify applications and hardware configurations, but it 
was straightforward.”

Rubrik has been able to achieve a lot, thanks to the switch to 
AMD EPYC processors. “In the last three years there’s been 
a push on efficiency,” says Nithrakashyap. “That efficiency is 
easy to demonstrate when we use AMD processors, particularly 
with AI, where you can run workloads with regular CPUs rather 
than GPUs.” 

Using AMD EPYC CPUs, Rubrik engineers enhance data center speed 
and efficiency.

Rubrik’s modern platform, advanced by AMD EPYC CPUs, helps deliver 
comprehensive cyber resilience to customers.

“Running AI workloads on AMD processors delivers 
better efficiency, faster performance, and lower cost.” 
Arvind Nithrakashyap, Co-founder and CTO, Rubrik

“On-premises, AMD is our lead option for new 
server infrastructure.” 
Arvind Nithrakashyap, Co-founder and CTO, Rubrik
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DISCLAIMERS
All performance and cost savings claims are provided by Rubrik and have not been independently verified by AMD. Performance and cost benefits are impacted by a variety of variables. Results herein are specific 
to Rubrik and may not be typical. GD-181

The information presented in this document is for informational purposes only and may contain technical inaccuracies, omissions, and typographical errors. The information contained herein is 
subject to change and may be rendered inaccurate for many reasons, including but not limited to product and roadmap changes, component and motherboard version changes, new model and/or 
product releases, product differences between differing manufacturers, software changes, BIOS flashes, firmware upgrades, or the like. Any computer system has risks of security vulnerabilities 
that cannot be completely prevented or mitigated. AMD assumes no obligation to update or otherwise correct or revise this information. However, AMD reserves the right to revise this 
information and to make changes from time to time to the content hereof without obligation of AMD to notify any person of such revisions or changes. GD-18.

COPYRIGHT NOTICE
© 2026 Advanced Micro Devices, Inc. All rights reserved. AMD, the AMD Arrow logo, Ryzen, Threadripper, and combinations thereof are trademarks of Advanced Micro Devices, Inc.  Other product names 
contained herein are for identification purposes only and may be trademarks of their respective owners. Certain AMD technologies may require third-party enablement or activation. Supported features may vary 
by operating system. Please confirm with the system manufacturer for specific features. No technology or product can be completely secure.

ABOUT RUBRIK
Rubrik (RBRK), the Security and AI Operations Company, leads at the 
intersection of data protection, cyber resilience, and enterprise AI 
acceleration. Rubrik Security Cloud delivers complete cyber resilience by 
securing, monitoring, and recovering data, identities, and workloads across 
clouds. Rubrik Agent Cloud accelerates trusted AI agent deployments at scale 
by monitoring and auditing agentic actions, enforcing real-time guardrails, 
fine-tuning for accuracy and undoing agentic mistakes. For more information 
visit www.rubrik.com and follow @rubrikInc on X (formerly Twitter) and Rubrik 
on LinkedIn. 

ABOUT AMD
For more than 50 years AMD has driven innovation in high-performance 
computing, graphics, and visualization technologies. Billions of people, 
leading Fortune 500 businesses, and cutting-edge scientific research 
institutions around the world rely on AMD technology daily to improve how 
they live, work and play. AMD employees are focused on building leadership 
high-performance and adaptive products that push the boundaries of what 
is possible. For more information about how AMD is enabling today and 
inspiring tomorrow, visit the AMD (NASDAQ: AMD) website, blog, LinkedIn, 
and X pages.

Rubrik now has 66,640 vCPUs powered by AMD EPYC 
processors. “We are also launching some new AMD instances 
to increase that. On-premises, AMD is our lead option for new 
server infrastructure.”

“We have three pillars on our platform,” concludes Nithrakashyap. 
“The first is data protection across enterprise, cloud, and 
SaaS. The second is Cyber Recovery, which enables  customers 
to be able to be proactive against cyberattacks. The third is 
AI Acceleration. All of these are highly compute-intensive 
operations where cost and efficiency play a huge part. This is 
why we’ve decided to double down on our partnership with 
AMD, ensuring that our customers have full cyber resilience 
right across the board.”

AMD is playing a key role in making these new workloads more 
affordable, particularly when customers are wary of using 
LLMs hosted in the cloud. “Most customers don’t want us 
sending their data to an external AI platform. But the cost of 
running that locally is very high. In our experience, running AI 
workloads on AMD processors delivers better efficiency, fast 
performance, and lower cost. That’s the advantage of using 
the latest AMD innovations,” says Nithrakashyap.

TOWARDS FULL CYBER RESILIENCE 

“Companies want to be able to leverage AI but the costs are 
very high right now,” says Nithrakashyap. “If we can start 
doing that in a more efficient way, that will enable a lower 
cost deployment of language models or algorithms. If you 
want access to a GPU in the cloud, you must pay a premium. 
Being able to process AI without GPUs is where AMD EPYC 
CPUs can be particularly useful. We are in the early stages of 
what we can do with AI, and we will be needing more compute 
capabilities to be able to run these workloads.”

“The fact that AMD can provide the same level of performance 
with smaller form factors has been very useful in the 
data center,” says Nithrakashyap. “We are exploring every 
opportunity to standardize on AMD as the default processor 
vendor for our internal data center and cloud use cases. We 
recommend the same to our customers. Over 50 percent of  
our cloud offerings run on AMD today.” 

WANT TO LEARN HOW AMD EPYC 
PROCESSORS MIGHT WORK FOR YOU? 
Sign up to receive our data center content: 
amd.com/epycsignup

AMD EPYC processors drive Rubrik analytics for powerful, 
real-time threat insights.

“We have gained a big advantage by using 
AMD EPYC CPUs.” 
Arvind Nithrakashyap, Co-founder and CTO, Rubrik

https://www.rubrik.com/
http://www.amd.com/
http://community.amd.com/
https://www.linkedin.com/company/amd
https://x.com/amd
https://www.amd.com/en/forms/sign-up/server-newsletter.html

